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Technological transformation: Welcome Industry 4.0 < ROC ==
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Technological transformation: Welcome Industry 4.0 < ROC ==

Industry 1.0 Industry 2.0 Industry 3.0 Industry 4.0
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More than just technological advances: Breaking barriers to social change!

Life expectancy growth, Global GPB growth, and etc.
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Industry 1.0 Industry 2.0 Industry 3.0 Industry 4.0
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Welcome Industry 4.0 = RQC &=

1. Extracting data using sensors

2. Transmitting data using networks

3. Storing data in a cloud

4. Processing data using computers and analytics

5. Visualizing data using computers

6. Using data for making decisions

a5



Welcome Industry 4.0 = RQC &=

1. Extracting data using sensors:

2. Transmitting data using networks:

3. Storing data in a cloud:

4. Processing data using computers and analytics:

5. Visualizing data using computers:

6. Using data for making decisions:
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Digital Universe in Exabytes (Billions of Gigabytes)
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CANCH

DIGITAL UNIVERSE
2010-2020

Digital Universe in Exabytes (Billions of Gigabytes)

Only 2% (in average) of data are used for making operational decisions

2015~

2010 ' 2012 ,
2005 ) e .}
130 1.227 -

2,837 -
% 8,591




The universe is data that can not be copied < ROC =
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Hot technologies < ROC =

MACHINE LEARNHNBE 1

What is behind these technologies?
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120 Years of Moore’s Law

MECHANICAL RELAY

Calculations per second per constant dollar
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120 Years of Moore’s Law (<. ROC

7
5
©
© ,£$0)
=
e '0s

@)

O

 — '00

8 0

2

o) 0

O

7

— 0

o) -7

Q.

2 0-00,

O

©

s €~

3 %

4]

@) &0)
/&, 0o

S
ANALYTICAL (]
ENGINE

VACUUM * 1RANSISTOR INTEGRATED CIRCUIT

MECHANICAL RELAY TUBE

NVIDIA TITAN X

GTX 480 ..
o ®
()

IBM BLUE GENE

IBM ASCI
WHITE

IBM TABULATOR

HOLLERITH
TABULATOR @ S

"900 905 010 915 920 7925 7930 7935 "94p "945 795 955 Bo 7995 <00 <005 <015 <015 <029

A e

Year Source: Ray Kurzweil, DFJ




Second Quantum Revolution (< RQOC =

First qguantum revolution:
Collective guantum phenomena

Lasers Transistors
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First qguantum revolution:
Collective guantum phenomena

Lasers Transistors

$3 Trillion Industry




Second Quantum Revolution (<. ROC

First quantum revolution: Second quantum revolution:
Collective quantum phenomena Individual quantum systems

Lasers Transistors Single atoms, ions, electors

$3 Trillion Industry




Second Quantum Revolution (<" ROC e

First quantum revolution: Second quantum revolution:
Collective quantum phenomena Individual quantum systems

Lasers Transistors Single atoms, ions, electors

$3 Trillion Industry $10 Trillion Industry?

$100 Trillion Industry?
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Quantum Systems Are Remarkable! < ROC =

CLASSICAL PHYSICS QUANTUM PHYSICS QUANTUM PHYSICS
N Quantum Bits .
Heads OR Tails Heads AND Tails or Qubits 2" States

QUANTUM COMPUTING




Why it is a Revolution?
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New medical and bio-

Wearing devices with sensors
quantum sensors

Artificial Intelligence

Robots

COMPUTING AND Quantuﬁ RNG

STORAGE
SENSORS Big Data
New‘aterials Health loT
through quantum
simulators
GPS with
atomic clocks

COMMUNICATIONS

| _". New Quantum
materials cryptography




Second Quantum Revolution: Who are in the game? < ROC zr

- Governmental programs

e —— * o ) i< ..
e —— * T *
Z RN * |

$20+ bin $10 bin €2+1 bin  $400 min $100min $75 min  $44 min

» Corporations

Qﬂ E!= Micr Group
$100 min $50 min $100 min $100 min $150 min

» Venture: $150+ min in the last three years
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Simple Quantum Technology: e RﬂC s
Quantum Random Number Generator - CENTE

* First-principles calculations (Monte-Carlo).

, : 842863783505021606300264023 ek %)
* Information security and cryptography. 143805845550375840737302702 ég )
* E-commerce 1861403866178500460146634056 ¢ &M
- e . 1568310833713336136307168346 "\~ gf
* Lotteries and online casinos. 368888888468666633333136066 = S

Source of photons

“I”

Detector

Detector “0”

e



Simple Quantum Technology: I RﬂC s
Quantum Random Number Generator v

* First-principles calculations (Monte-Carlo).

. : 842883783505021606300264023
* Information security and cryptography. 143805846550375840737302702
e o N T 1861403866178500460146634056 "
. |- : 1568310833713336136307168346 *\e¢
* Lotteries and online casinos. 368808088468666633333136866 =

Source of photons AR ' Detector “|”
Detector “0”
oD e
L IDQ g
Quantum Random | & g
Number Generator | & g‘
. IS Patent No. 7,519,641 | j] 3




From Superposition to Quantum Information < ROC =




From Superposition to Quantum Information < ROC =
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From Superposition to Quantum Information < RQOC &=

(10)+1))"

n=50: supercomputer

N=300: more states than
atoms in the Universe

Impossible to simulate using supercomputers!
Idea for a next generation of computers!

® .
| u



How to Build a Quantum Computer?

Quest for controlling
quantum world

|"
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Universal Quantum Rivalry: Who are Involved? (< ROC ==




Universal Quantum Rivalry (R ROC 2

Scalability Controllability

} ZN LN L

L N
5

_[\ @4{\_4
.

D. Nadlinger, Oxford (2018)
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Universal Quantum Rivalry: Who are Involved? -~ ROC &=

Improving the error rate Qubits Added: 0
will result in a more powerful Error Rate Decrease: 10x
Quantum Computer Quantum Volume Increase: 24x

Quantum Volume

Volume of cube proportional
to useful quantum computing
that can be done

Poct uncna KybuT He ynyywaer [Jlo6asneHo Ky6ut: 100
KBaHTOBbI KOMNblOTEP, €cnun YMeHbLueH Ko3dd. owmnbok: 0
Source: BEPOATHOCTU OWIMOOK BbICOKA VrEmEY MEETEET 6 sam T

IBM Research




What are Quantum Computers?

Special-purpose quantum machines, e.g.
quantum simulators

Small-scale quantum computers

Universal quantum computer -
a unique phase of matter




Why Quantum Is Power: Quantum Supremacy ~ RQC &=

Search and optimisation Simulating complex systems Factorization




What Can we Do with Quantum Computers? < ROC zr

Simulating complex quantum, biological, New algorithms for big data and machine

material systems learning

Bad news: Breaking popular public-key cryptography primitives

In 1995, Peter Shore proposed an algorithm for factorization and
. discrete logarithms for polynomial time for a quantum computer.



What Can we Do with Quantum Computers? < ROC zr

Simulating complex quantum, biological, New algorithms for big data and machine

material systems learning

Bad news: Breaking popular public-key cryptography primitives

In 1995, Peter Shore proposed an algorithm for factorization and
. discrete logarithms for polynomial time for a quantum computer.




First Discoveries with Quantum Computing < ROC &

Quantum mechanics Statistical physics

How quantum mechanics goes to quantum statistical physics? How? When?

* Coherent dynamics * Statistical ensembles
* Unitary evolution * Phases of matter

|



Quantum Rivalry  ROC &=

50 qubits

+ 5-qubit CPU with free access

in a couple of years

100 qubits * J

average size of quantum processors

.«l‘—_ yf‘ »
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Quantum Rivalry

50 qubits

‘1IF94|

Improved architecture, greater
reliability, improved thermal
stability, less radio frequency

interference between the
qubits.

QRACz
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Quantum Rivalry < ROC &=

20 qubits === laimmi bl

~

Universal 4
quantum computer \{

In 2018
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Quantum Rivalry < ROC =

HARVARD

UNIVERSITY

51 qubits AL

gquantum simulator on cold atoms




Quantum Rivalry < RQOC &=

53 qubits

quantum simulator on trap@hris Mo
lons




Quantum Rivalry (< ROC ==

20 qubits

Today
50 qubits
| > This year
Jiang-Wei Pan 400 q U bItS
In 3 years
¢ @
. 2 "
$ - -



Quantum Rivalry

~ & Microsoft

Simulator LIQUi |> - software
architecture and tools for quantum
computing

China

3.5 photons

-

+ 20-gbit CPU with free
access

50Aqu'bits .

Prototype with the
possibility of scaling

QRACz

Google

Universal quantum

computer
e \

| ﬁj% L
r { h'
| IgJ | I I\
. |

72 qubits
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Practical Questions Beyond Science < RQOC &=

Program existing quantum machines

IBM Quantum Computing Quantum Experience  Account  Logout

User Guide Composer My Scores

Standard User, QCeins: 0/15

Name: 'Grover N=2 A=00' Real Quantum Processor

Qo 10)

‘ B ovtun
Q, -

MEASURE




Practical Questions Beyond Science < RQOC &=

https://qguantumexperience.ng.bluemix.net/qgx/editor

o ¢
-


https://quantumexperience.ng.bluemix.net/qx/editor

. . . # RUSSIAN
Practical Questions Beyond Science -_ROC &

Database search: Grover's algorithm

Grover's algorithm is a quantum algorithm that finds with high
probability the unique input to a black box function that produces a
particular output value
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Practical Questions Beyond Science - ROC &

Simulation

Quantum
Run |




Practical Questions Beyond Science

Simulation

Quantum o:
Run I 0.270

0.168 0.173
125 0.093 . 0.118 I 0.115
1l mm> 10

Quantum
Run Il

0.034
:=1]

_ROC

RUSSIAN
QUANTUM
CENTER
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Practical Questions Beyond Science - ROC &

Simulation

Quantum o:
Run I 0.270

0.168 0.173
125 l 0.093 . 0.118 l 0.115
0.029 0.034
U . . — . ==

Quantum
Run Il




Quantum Chemistry

Calculation of the electronic and energy structure of
complex quantum systems, reaction thresholds,
kinetic and thermodynamic properties

RUSSIAN
- CENTER




Quantum Chemistry

An example of calculation for a Fe,S, molecule with 118 spin-orbitals

_ROC

RUSSIAN
QUANTUM
CENTER

Gate count 1018 Reduced gate count 1011
Parallel circuit depth 1017 Parallel circuit depth 1010
Run time @ 10ns gate time 30 years Run time @ 10ns gate time 2 minutes

al_ a »
>
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Machine Learning Tasks < ROC =

https://pjreddie.com/darknet/yolo/



https://pjreddie.com/darknet/yolo/

Machine Learning Tasks (R ROC 2

Fast re-learning systems
Good samples for learning
Increasing performance of algorithms

Finding unusual patterns in data




Quantum Machine Learning (R ROC 2

Quantum neural networks are a way of searching for and analyzing regularities in large amounts of data using the methods of
quantum physics.

Directions
Creation of quantum neural networks to The use of machine learning and neural
accelerate the solution of optimization networks for the study of complex (many-
problems, processing of large data sets, particle) quantum systems
clustering and classification.
P 5 - ”~
| /}ﬁ)}.\\‘\ 4@1 >
) e b
U ““f,.'(.l“ . .'.;\9:¥34
AR Pligsi e
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Quantum Machine Learning < ROC &=

The use of quantum technologies leads to a sufficient acceleration of the training of
neural networks in comparison M classical approaches.
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Quantum Machine Learning
with Special-Purpose Machines



Quantum Computers Threaten Information Security < ROC =

» Modern asymmetric cryptography is based on the
complexity of solving a certain class of
mathematical problems, for example, factorization
(factorization into prime factors).

= At the moment, an effective algorithm for solving
such a problem is unknown, so an attacker needs
a lot of time to crack a cryptographic key.

* |In 1995, Peter Shore proposed an algorithm for
factorization and discrete logarithms for
polynomial time for a quantum computer.

= The number 15 was decomposed into multipliers
3 and 5 using a quantum computer using a
computer with 7 qubits.




New

-safe
algorithms




Quantum key distribution (< ROC =

* Split photons

e Copy quantum states

Y




Quantum Communications in Russia (< ROC e

QRATE

Startup of the Russian Quantum Center

Commercial production will begin in 2018-
2019

Partners:

rASNPOMBAHK G CBEPBAHK

Bceraa psiaom
BAHK
PA3BUTUA




Quantum Communications in Russia

Protected
workflow

S, AMUKOH

RQRAIC=

VPN-tunnel

wg auez 's:‘
.
H
i
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BLOCKCHAIN

Quantum
blockchain



World-first quantum-secured blockchain

Block 51

Proof of work
PRBPRBSB57VvVvV

Previous block
PPBBBB432qrzal

Transaction
Ik54Ifvx

Transaction
#9345w1d

Transaction
ve4232v32

Block 52 Block 53 Block 54
Proof of work Proof of work Proof of work
PPBBBBzZXVZX5 PPBPVBSEb4lb PBBBBR}jIS3xq4S
Previous block Previous block\ Previous block

PPBPVBSB57vvv POBBVBZZXVZX5 PBPPEOSPb4lbx

Transaction Transaction Transaction

dd5g31bm 94ixcvi4 5551bj4j12

Transaction Transaction Transaction

220sx987 abb7bxxq bn24xaB201

Transaction Transaction Transaction

PP1hkooS 340iuS8a Alice->Bob

Quantum

Computers

-y -

RQROCz

Digital signatures — Quantum-unsafe

Signer’s
Public
Key

Plain

+

Text 3

Encrypt hash using & .
signer’s private key Digitally
= Signed
@ 11e1101110 Ulek grg
Hash functions — Believed to be quantum-safe...?
Hash =y Hashed
# Function e——> Text

New collisions

in hash-functions

Research project on
post-quantum
blockechain attracted

The Quantum-Resistant Ledger

4+min S



World-first quantum-secured blockchain

tXNos

txns

txna A sends B 5 coins

txns B sends D 3 coins
txnc C sends A 4 coins

txnoa D sends A S coins
txnoe D sends B 5 coins
txnoc O sends C 5 coins

Block n

Hash
Previous hash

tXna
txns
txne

QRACz

UKD guarantees information-
theoretically secure authentication
between users

The unconfirmed transactions are
aggregated into a block

We propose to create blocks in a
decentralized fashion. To this end,
we employ the “broadcast” protocol

This protocol allows achieving a
Byzantine agreement in any
network with pairwise
authenticated communication



Hybrid Quantum-Post-Quantum Security

RSA

encryption

A message Is encrypled using the intended
raciplent’s public key, which the rec [_IHI

pis with private k

lattice-based
cryptography

Security is related to the difficuty of finding
the necred paint In a lattice with hundreds
of spaticl dimensions [where the latfice

pomt is associated with the private key),
given an arbirary location in space
lassackaled with the public key).

QUANTUM-
BREAKABLE

2y,

WO 5o (3 15
Key ove

Diffie-Hellman

key exchange

Y"JL' }I Q

ure channel lu they can

¥ Or |J

then use for ancrypiec communicaiion The

on ihe hard
ness of the discrete logarithm pe

QUANTUM-

security of he secret Key relies

shiem

SECURE

IBBE Code-based
I cryptography

The private kay Is associated with on
erorcormeding code and the putilic key
with a scrambled and eroneocus version of
the code. Security is based on the hord

ness of ds.-r.o::ir'»g Q genem linear code

shared sacral

QRACz

Elliptic curve
cryptography

Mathematical properies of F'.”p‘-i“ curves
are used io genermie ic ang private
keys, The d iffics ity of recovering the privalk
key from the public key is related to the
rlJ Cness C t’» e ‘I pTl’ curve d
(

oaarithm preblem

Multivariate
cryptography

[hese schemes rely on the hordness of
solving systems of multivariate polynomia
equations,



Quantum sensing and metrology < ROC =

* Microscopic impurities in crystals (NV-centers)
* Microscopic magnetic fields lead to a change in their quantum states, which
can be "seen" using lasers. Spatial resolution: tens of nanometers




Quantum sensing and metrology (< ROC ==

* Atomic clocks are the most accurate time and frequency standards known,
and are used as primary standards for international time distribution
services, to control the wave frequency of television broadcasts, and in
global navigation satellite systems such as GPS.




R&D in Quantum Technologies in Russia < RQOC &=

BEIOMOCTH

~ C6epb6aHK 3anycTun NMHUIO CBA3MN C
KBaHTOBOMW 3awmnTon nHhopmaumm

IKOHOMMKA n GuaMec

e

Fa3npom6aHK i POCCHIACKMIA KBAHTOBBIA LIEHTP
3aNyCKAIOT NePBbIif 3aLMILIEHHbIA KBAHTOBbII

370 NePAMIA IKCNEPUMENT TAKOIrO POAR

Business Impact

First Quantum-Secured
Blockchain Technology Tested in
Moscow

2010 Aug. 2012 June 2013 Feb. 2015 June 2016 May 2017 Dec. 2017
Demonstration of quantum  The world's first Quantum-protected
Idea Obtaining core funding  Own laboratories 5 start-L'Jp cryptography in commercial lines ~ quantum  transmission of ac't.ual datain
companies blockchain urban conditions
Technology transfer and Education, enlightenment and
Fundamental research - e .
commercialization popularization of science
K. 4 -
T



R&D in Quantum Technologies in Russia

B B ? ‘* Researchers and engineers e =
l i'\\ % * i Ave [d5€ age ez -‘i o ( - —
P TREEGEL Scientific groups = Al /
44 ' s 'l ’?‘ g p e 3 ﬁ% :-‘
; : . ) A Y.
‘ Own advanced experimental laboratories s

Articles in leading editions, incl. Science & Nature .

The level of scientific productivity

ICFO, Barcelona q‘ 7,27

CQT, Singapore 3 7,02

RQC, Moscow - 6,6
am
Leading research

institutes in Russia
- 0.8

The indicator at the level of the best research centers

of the world




R&D in Quantum Technologies in Russia RQRAC=

3

A new generation of solid-state
photodetectors (Dephan)

Magnetometers based on ferrite

Quantum cryptography garnet films

10101010

007005
00110
@

Spintronic microwave detector Coherent Raman spectroscopy Post-Quantum cryptography



Working with Industry: From Fantasy to Reality (R ROC ==

* Financial services: Barclays, Goldman Sachs, Banks (Sberbank and Gazprombank
in Russia).

* IT: Google, IBM, Intel, Microsoft, Alibaba, Hewlett Packard Enterprise, Microsoft,
Nokia, Bell Labs, and Raytheon.

* Military and Government: Lockheed Martin, NASA

* Aerospace: Boeing, Airbus.

* Automotive:Volkswagen Group




Quantum Technologies Today: < ROC =

* Quantum technologies as a R&D ecosystem

v Quantum computing

v Quantum communications
v Quantum sensing

v Quantum metrology

* Quantum technologies as a Business ecosystem

v Governmental funds and organisations
v Development: Industry (e.g., IT)
v Implementation: Industry.

YA'A®



Think Big — Scale Fast < ROC =z

CENTER

Thank you for your attention!

Aleksey Fedorov
akf@rgc.ru
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Practical interest

New physical

phenomena in the Ising-
like models

Simulating
BeH2
Simulating
HeH

VQE
simulating H2
molecule

...................................................

] Quantum-enhanced :
: homomorphic encryption :

_ Simulating - :
: conjugated systems
present in ;
: photochemistry and :
: photobiology :

QAOA for supervised
machine learning

Quantum matrix
inversion algorithm :
for classical linear :

field equation

: Quantum solver for :
semidefinite
programs

QAOA for graph '
' models :

Quantum
recommendation
systems

. Simulating complex :

: molecules like Fe2S2 :

with 118 spin- :
orbitals

Simulating

50 500

Nitrogen fixation.
Design a catalyst to
enable inexpensive
fertilizer production

Attack PoW consensus
algorithms in Bitcoin
and Blockchains

Solving simplified quantum
models for materials
(Hubbard models)

Complete Fullerene
simulation

Breaking 1024-bits RSA key in
~10 hours. Breaking elliptic
curve signatures

1000 10’000

Size of the physical systems (number of logical qubits)

Personal drugs
creation

Simulating real 3D

crystalline
materials




